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It is important to understand that TechFite is a recognized organization that plays a vital role in making medical devices for the space system. The firm considers security as the top priority as it works with NASA. On the same note, security is a fundamental aspect of the enterprise because the technology the company develops enables people to work for a long period in space. With that said, the organization’s CIO has noticed some concerns pertaining to the modern architecture security implications. However, the CIO needs the staff to suggest inexpensive solutions to attain future needs. It is noteworthy that numerous traffic passes via the firm’s firewalls because some businesses want to collaborate with TechFite as well as different government agencies have a need to access the firm’s data. Therefore, the company's administrators are looking for solutions that are prevalent to attain the increasing of secure collaboration. Thus, this paper suggests an emerging technology that will play a critical role in offering adequate security for the organization's information. Furthermore, the paper takes part in outlining the adoption procedure for the technology solution as well as explain some of the positive not forgetting negative effects the proposed technology can have on individuals as well as current procedures in the firm.  In addition, the paper compares the proposed technology with the prevailing one. Lastly, the paper proposes various approaches for measuring the effect of the suggested technology. 
In the modern world, cybercriminals can access information storage. Therefore, in personal cloud storage significant information, documents as well as records are entrusted to a third party that plays a vital role in allowing data security to be the fundamental security issue in cloud computing. In particular, this is the same problem that TechFite experiences and requires a considerable solution. The proposed design for the aforementioned challenge is data encryption standard algorithm. Specifically, this is a symmetric key by the NIST. It is important to understand that DES plays an integral part in taking a 64-bit plaintext as well as establishes a 64-bit cipher text at the decryption site (Khan & Tuteja, 2015). It is noteworthy that the aforementioned encryption procedure is made of double permutations that are called initial as well as final permutation not forgetting 16 Feistel rounds. Notably, every round utilizes a different 48-bit round key produced from the cipher key as per a given predefined algorithm.
It is noteworthy that DES plays a critical role in conducting an initial permutation on the 64-bit information block. At this point, the 64 bit is then split into 32-bit sub-blocks, L0, as well as R0 that are passed into Feistel rounds. In fact, the aforementioned rounds are similar as well as the impacts of heightening their number is twofold. In particular, the security of the algorithms is heightened as well as its temporal efficiency declined. At the 16th round, the 32-bit R15, as well as L15 result amounts, are swapped to develop the pre-output. Specifically, the aforementioned R15 and L15 concentration is permuted utilizing a function that is different from the initial permutation. In simple terms, the result of the preceding final permutation is the 64-bit cipher text (Khan & Tuteja, 2015). TechFite must comprehend that DES has 16 rounds where the underlying algorithm is repeated 16 rounds to generate cipher text. Precisely, it is noteworthy that as the number of rounds heightens, the system security raises.  
Some of the positive effects of DES include usage of 56-bit key for encryption. On the same note, the technology has approximately 256 potential keys, and this implies an attack will have no effect. What is more, the technology signifies that a cryptanalyst is free to conduct cryptanalysis to exploit the aforementioned technology algorithm. It is important to note that DES encryption offers security for information always (Ayer, 2016). In addition, DES encrypts information and this maintains integrity. The technology’ encryption process is considered part of compliance. Therefore, TechFite has a strict compliance need to help it protect the stored data. Similarly, DES technology plays a vital part in protecting data across all devices such as computers and mobile devices. On the other hand, DES presents a number of negative effects such as complexity in designing it. Additionally, the emerging technology’s S box develops similar results with two-selected input (Preissig, 2000).  Finally, yet importantly, both initial as well as final permutation is not clear; therefore, considered confusing. 
When comparing DES with other security technologies such as hardware authentication, it is evident that DES is stronger. Notably, some technologies such as hardware authentication uses usernames as well as passwords that are easy for hackers to get access to the data schemes as well as compromises important information of a firm. With that said, it is clear that DES algorithm affirms TechFite mission, goals, as well as vision. In particular, the company looks for effective solutions that attain the increasing requirement of secure collaboration (McCaney, 2013). On the same note, the proposed technology can be embraced using the provided IT budget of $250 000 per annum. Simply put, the suggested solution is considered effective and lies within the firm’s IT budget. 
[bookmark: _GoBack]DES algorithm depends on the encryption methods of confusion as well as diffusion. To begin with, confusion is completed via substitution. In this case, the selected parts of the information are substituted for corresponding parts from the initial data. Similarly, the selection of the substituted information is grounded on the underlying as well as the initial plaintext (Yun-Peng et al., 2009). Conversely, diffusion is completed via permutation. At this point, information is permuted by resorting the sequence of different sections and the permutations are grounded on the fundamental as well as initial plaintext. Simply put, the aforementioned metrics indicate that the adoption of DES is successful.
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